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Abstract: There's a lot of hope that, with quantum computing, the future can look much
brighter and be focused on solving a lot of complex issues we face in modern society. The
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for fields such as secure data transfer, unmanageable optimization, drug discovery in
medical applications, and certain facets of artificial intelligence. Algorithms over the
discouraging search spaces would be able to break existing encryption, and significant
progress has been achieved in algorithmic attacks on both secret key (cryptographic hashes
and message authentication codes) and public key systems. A thorough survey is required
so that the state-of-the-art quantum resilient theoretical and experimental methods and
models may be understood from academia as well as from industry, and new directions
which need to be promoted are suggested. It is important to investigate the possible security
threats, challenges, impact and risk factors introduced by the integration of quantum
computing in application systems, middleware, quantum system core components networks
and cloud services critical infrastructures standards and regulation.
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especially on standard cryptographic protocols [1]. The next
step is designing means to mitigate these risks. For this
purpose, we provide a survey of recent cryptographic
vulnerability estimates and the state-of-the-art in post-
quantum cryptography. What follows in the rest of this essay
outlines what I consider as the central challenges at the

1. Introduction

AVING regard to the ongoing development of
future computing technology, safeguarding the
privacy and integrity of data processed or stored by
such technologies is crucial. Commercial scale

quantum computers would bring a variety of potentially
crippling irrelevance to classical security infrastructure. PS
This is a current, urgent question that's becoming more and
more critical, as we're getting very close to predicted points
in time when large-scale quantum computers may begin to
surpass the projected thresholds for such attacks. In turn,
studies are analyzing full hazards from quantum information
technologies on classical information security, focusing

intersection of quantum computing and information security
infrastructure. The broader impacts of these technical and
conceptual advances are far reaching, cross-disciplinary
subjects ripe for incorporating into engineering
methodologies to design better more secure physical and
cyber-physical system architectures [2].

The classical information security framework relies on
the computational complexity of various mathematical

Received August 10, 2025, Revised September 11, 2025, Accepted October 10, 2025, Published December 31, 2025

httos.//doi.org/10.57238/cs).2025. 7077

© 2025 by the authors. licensed under Creative Commons Attribution 4.0 International (CC BY 4.0).


https://orcid.org/0009-0005-7158-4773

Mohammed; Quantum-Resilient System Architectures: Designing Secure Infrastructure for Next-Generation Computing 30

problems. The encryption keys underpinning a security-
verified communication system must be used to modify
plaintext information to ciphertext with the property that an
arbitrary observer with access to this data and the
cipherspace would be computationally unable to infer the
communicated content. This is difficult for an adversary, as
the plaintext must be extracted from the ciphertext without
proper knowledge of the cryptographic keys [3]. The
security of the algorithm depends wholly on the quality of
the keys, hence the focus on preserving their confidentiality.
Were either the key lengths or algorithms used sufficiently
compromised, or indeed if a practical solution to the
underlying mathematical problem were to become available,
an adversary would be able to realize a full compromise and
the efficacy of the cryptographic system would cease
abruptly.

1.1 Background and Significance

Over the last several years, quantum computing has
emerged from decades of research in academia, government,
and industry to become a first-of-its kind technologically
useful potential computing methodology. Widespread
investment across governments and industries has pushed
this fledgling field forward from the realm of basic science
to the cusp of commercial reality. And the quantum
computing capabilities being developed at this breakneck
speed have implications for industry, science, and national
security alike. Pursuing an initial quantum-thoughtful
cybersecurity framework would benefit from a fulsome
appreciation of how quantum technology could be used at a
tactical level and should fit into the global economic and
security picture [4].

A first physical implementation of a quantum computer
(QC) was publicly demonstrated. As quantum computing
technologies progress at such an accelerating rate, so too are
the pressures and incentives for escalating espionage and
cyber conflict. As the broad economic significance and
geopolitical security implications of quantum advantage
become more well-understood, the playing field begins to
rapidly shift [5]. Nations will view expertise or possession
of advanced capabilities in quantum on par with secure
communications channels or possession of critical materials.
The comparative strategic advantages gained now become
sought after and fought over in numerous theatres, not the
least of which in the realms of espionage and cyber warfare
[6]. Most attacks undertaken by malicious actors exploit
paradigmatic weakness to gain access to or harm the victim
system. The widespread emergence of quantum-resistant
messaging by the global economy would be a fundamental
transformation of the current cybersecurity landscape. The
creation of strong quantum-secure communication protocols
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will effectively eliminate the single greatest class of cyber-
attack presently in existence: cryptographic protocol attacks
based on the integer factorization and elliptic curve discrete
logarithm problems. A control force to handle quantum-
resistant computer systems and computer system networks
are based on thereon [7]. In this study, the effective specialty
concerning quantum-resistant cyberspace interpreting is
how to instruct the user on how to produce or keep
functioning in events arises quantum computing should
expect, combine with perform some tasks using unusual
methods with previously tested or validated systems on
cyberspace.

1.2 Research Objectives

Develop and evaluate quantum-resilient system
architectures that incorporate components, instrumentation,
networks, and protocols from both theoretical and practical
perspectives. Evaluate and compare the quantum-resilient
capabilities of existing and emerging systems to provide
insights for their secure integration with next-generation
computer networks and critical infrastructure. Investigate
the state-of-the-art and open challenges in quantum
resilience from academia, industry, and government

practice for providing new directions and innovation [8].

Furthermore, the opportunities to detect and alleviate the
uncertainties in infrastructure, networks, and services to
offer environmentally effective methodologies need to be
considered seriously. It is strongly recommended that new
approaches to countermeasure potential vulnerabilities in
small- and large-scale quantum cyber-physical systems be
pursued [9]. of that, academia-industry
collaborations are encouraged to positively engage in
research, to mitigate and tackle quantum vulnerabilities
before the commercial application of quantum technologies
become more prevalent and frequent [10]. It is of vital
importance to provide in-depth awareness, understanding,
and preparedness of the implications of compromises
stemming from quantum advancements, and to advocate
stakeholders from academia, industry, and government to

In view

foster the development of profoundly secure infrastructures,
networks, and services against quantum threats.

2. Foundations of Quantum Computing

The concept of quantum resilience applies in the
paradigm of classical computing systems which are
designed and operated securely and correctly to function
even when confronted by a quantum adversary. Quantum
computing is a rapidly growing field that promises to
transform the operations of computers, by enhancing those
currently used and facilitating computation of infeasible
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problems [11]. The most salient aspect of quantum
computing is the weirdness of its underlying principles of
quantum mechanics, that sets it distinctly apart from
classical computing.

Before we begin talking about the concrete details of
quantum resilience, it’s worth establishing what quantum
computing is in the first place. Understanding why quantum
computing is so powerful (and challenging from a security
standpoint) requires first understanding the fundamentals of
quantum mechanics as shown in Figure 1. These principles
of superposition, entanglement and state of a quantum
system) give us a general idea about how are the quantum
computers different from classical ones and why they can be
so much more “powerful” [12]. Superposition describes
how quantum bits, or qubits, can be in a state of 0 and 1 at
the same time, unlike classical bits, which have to be one
thing or another. Furthermore, a quantum system with two
or more of these qubits can be in an entangled state.
Measuring just one of the qubit states will resolve the state
of all other qubits, many ramifications for quantum
computing [13].

Classical System Quantum-Resilient System
10
9
/ 8
/ 7
/ 6
/ 5
/ 4
_— _— 2
- —
/ (1)
Key Size  Decryption  Encryption Average Key
(KB) Time (ms) Time (ms)  Generation
Time (ms)

Figure 1. Comparison of classical and quantum-resilient
cryptographic systems in terms of key size, encryption
time, decryption time, and average key generation time.

The structure of the article will delve into the
foundational principles of quantum mechanics needed to
understand quantum computing, addressing computation
and information theory in that context. In so doing, the
article will not only set the groundwork for appreciating
quantum computing but also highlight some of the features
that will come to dominate the security implications of
quantum computing.

2.1 Quantum Mechanics Fundamentals

Quantum theory, and is what we need to get our head
around if we want to comprehend how quantum computers
operate. Crucial features of QM, having to do with the
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phenomena governing quantum systems, stretch much
further than questions concerning their interpretation and
reflect a non-intuitive relationship to their mathematical
description [14]. What are viewed to be the most salient
features of these mechanics for the present discussion are
summarized in this subsection. These principles include,
mainly not exclusively such as wave particle duality,
uncertainty principle and quantization of energy [15]. The
present contribution will center on how the wave
description of quantum bits (qubits) determine their special
features with respect to classical bits. Readers are
encouraged to contemplate how these principles will shape
the design of quantum-resilient architectures, as they form
the foundation for the abstraction layer of operating a
quantum computer [16].

Wave-particle duality, the cornerstone of quantum
mechanics, shows that everything can be considered as
either a wave or a particle. For example, electrons act like
waves and photons behave as particles. Among other things,
this makes it possible for particles to tunnel through
obstacles that would appear impenetrable. According to the
uncertainty principle, certain properties of a system such as
position and momentum cannot be measured
simultaneously with unlimited precision. In the context of
quantum computation this means that qubits cannot be
distinguished and have well-defined values for both their
phases and their measurement [17]. Furthermore, qubits
would collapse to classical
disturbance. In terms of energetics, this is demonstrated in
both the Stern-Gerlach experiment as well as resonance and
transitions. Binding these principles, it is shown how they
give rise to superposition of properties and quantum
entanglement and teleportation within the qubit. From this
point of view, entanglement can also be understood as

state under an external

contextual correlation between quantum states which vanish
upon Hyper-entanglement with more
degrees of freedom provides the way for von Neumann
based encryption security. Perception of each of these
principles by readers is pivotal to the understanding of the
operation of quantum circuits and the selection of encoding
strategies. Modulation of the mathematical aspects of
physics through probabilistic amplitudes accommodates the
Born interpretation of quantum mechanics, wherein the
wave function corresponds to the probability of measuring

measurement.

certain states [18]. Note that the norm of state-vectors
conditions the amplitudes of the states they act on.
Algorithmic automata convene key operational aspects in
the manipulation of quantum bits and are basis to quantum
computing. Furthermore, it is crucial to bear in mind the
considerable challenge in engineering networks of biotic
components. Given qubits require physical systems that
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interact with external environments of the totality of
operations in a quantum computation, common
imperfections and sources of errors are present in these
interactions [19]. For instance, the majority of qubits belong
to the class of transpolarization biophysical systems and are
susceptible to fast nonlinear coupling of relaxation channels.
An additional significant concern relates to the architecture,
as a circuit realization of a quantum computation is non-
unique, with varying layouts of otherwise equivalent
algorithms. The previous considerations influence the
coherence time and error rate of qubits and gates, suggesting
a trade-off between the size of circuits and the number of
operations.

2.2 Quantum Information Theory

Classical Cryptography is counterintuitive that a few
simple mathematical operations could keep a secret or
reveal a message. Such is the basis of cryptography however,
and it has been practiced for as long as people have had
secrets to keep. The general idea is to scramble data in such
a way that eavesdroppers cannot unscramble it. The
encryption key provides the mapping, or algorithm, for
transforming the plain text (data to be protected) into cipher
text. The original data is retrieved by utilizing the decryption
key. From the perspective of an interceptor, guessing the
key should be computationally hard, thus keeping the
message private [20]. Today, with the increasing power of
modern computing, the difficulty of breaking certain
classical cryptographic systems has been scrutinized. Not
only are there quantitative reasons for using longer key
lengths, but the very principles on which these schemes are
based have been tested. This has led to the development of
quantum cryptographic protocols, which utilize the
uncertainty principle to guarantee the secrecy of key bits.
Quantum key distribution (QKD) has been experimentally
demonstrated; proofs of security for various protocols have
been established. Cryptography can appear to be somewhat
removed from quantum mechanics; however, the link
becomes stronger with quantum information theory.
Information theory deals with the characterization of data
and its treatment in terms of storage, communication, and
security. Shannon’s pioneering work in 1948 formed the
disciplines of classical data storage and classical data
transmission. Knowledge of quantum mechanics, or at least
the ability to manipulate qubits, provides a richer set of
logical possibilities for data encoding, data storage, and data
transmission [21]. On second glance, an understanding of
quantum computing reveals it to be a theory of information.
A general discussion of quantum information theory could
begin with the Pauli exclusion principle and the totally
antisymmetric character of a quantum state for identical
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particles. This line of inquiry might proceed with the
definition of a quantum algebra or an introduction to the
formal structure of density matrices. Alternative to these
approaches is the simple postulate that information
processing operations are unitary. This alternative has the
advantage of being straightforward and forms the basis for
the succeeding discussion. Apart from a cursory treatment
of quantum entanglement and its relation to information
entropy, immediately useful concepts and manipulations are
not relegated to the Appendix. Instead, much emphasis is
given to the informational richness of quantum statements,
in both the Shannon sense (von Neumann entropy and
quantum entropy) and the R’enyi Potential
applications, such as data storage, data transmission, and
data security, are preferred to apparent digressions, such as
error correction and privacy amplification. With the current
understanding attained, it is possible to design secure
cryptographic protocols that fully account for the possibility
of quantum attacks. A naive undertaking of such an effort

se€nse.

would instead attempt to explain how protocols such as
BB84 can guarantee the security of transmission, though the
elucidation would provide only platitudes. It would ensure
Alice and Bob that eavesdropping by Eve would be at least
as detectable as it would be by each legitimate participant.
Nor would such an explanation show the benefit or
increased security arising from the use of quantum means.
Instead, there is a radical detour taken from the most
straightforward course of development. A wholly surprising
discovery resulting from quantum information theory is that
there exist strong implications for the construction of better
cryptographic protocols concerning secure transmission.
Further inquiries of remarkable findings have focused
attention on teleportation, cryptographic use of Bell tests, as
well as methods to construct unconditionally secure key
distributions that utilize quantum entanglement. Mindful of
the original motivation to develop a cost-effective method
to resist the ability of a certain exceptional infraction,
secondary attention to such topics now begins to assume an
exalted status. With the bridges drawn, more accessible
discussion of emerging security challenges, current
developments, and strategies for quantum resilience are
reached. In turn, this will create a natural progression to an
envisioned protocol suite and suggest an initial effort to
bring semblance to the audacious future.

3. Challenges in Quantum Computing
Security

As further publications on quantum computing come to
light, it is anticipated that the cyber landscape will witness
an ever-increasing rate of malware and hacking attacks.
There is a general consensus in the security community that
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the development of new quantum-commensurate defense
strategies is lagging behind the escalation of new
vulnerabilities. Modern-day security solutions are built on a
foundation that quantum computing subverts, leaving
terabytes of data routinely at risk. Moreover, many of the
refinements devised for such solutions are concentrated on
precluding attacks from classic computers. Quantum-based
assaults are not currently a prevalent concern, and
mechanisms to hinder such offences effectively are seldom
implemented. As a result, the preparation for such assaults
is lacking, creating a significant risk at all protocol defence
strata. On 4, January 2011, Shor’s algorithm, a mathematical
routine that decomposes numbers into their prime factors,
successfully decrypted 15 and 21 on an IBM supercomputer,
marking the first instance of a quantum decryption.
Understanding that all integers could be decomposed into
prime numbers—such as 1729 equating to 7 X 13 X 19—
was a monumental discovery. Shor’s algorithm, in
coherence with quantum mechanics, means that with a large
enough quantum computer, data encryption standards
widely applied for important digital operations can be
effortlessly unlocked. For instance, efficiently decrypting an
RSA-2048 key—which, until recently, the NSA confirmed
to be the approved standard for guarding top-secret
government information—is projected to take less than
eight hours on a 2,337-qubit quantum device. The arrival of
fault-tolerant quantum computers with over 100 million
qubits is predicted over the subsequent 10-20 years. At that
point, even quantum-secure lattice-based encryption is
circumvented within the blink of an eye, making encrypted
channels a fallible pretext. Even better is necessary
measures will be taken today, data today will be vulnerable.
Anti-quantum measures require designing a new defence
infrastructure. Public encryption advancement necessitates
obtaining and executing a comprehensive system overhaul.
As paramount government systems exhibit a multi-decadal
longevity, these enterprises have procrastinated as the world
inches ever closer to a quantum disaster.

3.1 Quantum Cryptography

Quantum cryptography is rapidly becoming the new
buzzword with the promise that one day it will provide truly
secure communication. This encryption method of
communication has a very long history, as a way for people
to communicate in a perfectly secret fashion. In this text, we
will discuss the basic elements of quantum cryptography
and how they could be used to secure many aspects of
communication between individuals and groups. Encryption
has become one of the cornerstones of the security guarantee
that accompanies data transmitted over today's computer
networks. However, existing methods of encryption and
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data protection are essentially based on mathematical theory,
and a quantum computer is capable of very quickly solving
some of the problems that underlie these methods, which
would render them insecure and potentially obsolete.

Quantum Cryptography (QC) employs the laws of
physics instead of these mathematically based hypotheses.
Cryptographic Keying is of paramount importance when it
comes to secure communication security. It is important to
securely share cryptographic keys to maintain the level of
security. One of the ideas put forward so that a code key can
be safely shared is called the Quantum Key Distribution
(QKD) or Quantum Key Agreement (QKA). Remarkably,
QC dispenses with the need for a secure channel to share the
key. The elegance behind the original proposal is that it links
the security of the channel and the security of the key in a
profound and unique way, which is based on the laws of
quantum mechanics. Consequently, it offers an
unconditionally secure protocol to establish a code key by

virtue of its design 6.

The first operational device based on the ideas was built
by a group. This characterizes one of the times when the
engineering of theoretical ideas was extremely important to
bring the field into proper practice. This pilot experiment
demonstrated QKD over a distance of 13 Km with 30 B by
pulses. The original QKD thought was outlined, and a new
possibility, taking advantage of entanglement instead of
encoding bit values in different bases was proposed. These
tasks have led to numerous theoretical and experimental
developments, some of which have been successfully
demonstrated in real conditions. A number of commercial
devices from different companies are available today, from
which many fielded applications have been derived, such as
a secure videoconference between different continents.
Publicly funded research has also led to the existence of a
number of national schemes across Europe. And many
others have been demonstrated, from banking to voting.

3.2 Post-Quantum Cryptography

This subsection in evaluation focuses on post-quantum
cryptography, which pertains to cryptographic primitives
that are posited to remain secure even after the realization of
quantum computing. This field of study has attracted
growing attention and concern from governments and
institutions in recent years. Quantum adversaries can
possibly break established cryptographic primitives that are
extensively employed in practice. Thus, work is being done
to investigate and develop cryptographic mechanisms that
might prove commercially viable vs. quantum-enabled
adversaries. Category 4: Quantum Computing — The impact
of the development of quantum computing stands to trump
every potential issue mentioned so far on this list, as a large
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scale quantum computer could break nearly all modern
encryption schemes.

Post-quantum cryptographic solutions can replace
conventional schemes, while it is not expected that quantum
computers can solve computationally difficult problems on
which the security of standardized cryptographic primitives
is based. Computing platforms and networks are currently
being developed by at least a few nations and can disrupt the
perceived balance in terms of security guarantees. Formal
collaboration among stakeholders at an international level
continues to face significant challenges. Prominent
governmental and non-governmental institutions should be
proactive to build post-quantum solutions specific to their
scaffolding and research issues in the process of moving
from classical to quantum-resistant cryptosystem. This,
among things, requires the adaptation of
infrastructure, investment in research and development and
large-scale educational campaigns for users. There is also a
developing consensus that industry and cryptographic tool
vendors need to start planning now by raising awareness of
the issue, and by giving industry concrete advice, practical
tools, and benchmarks on which they can base decisions.

other

4. Design Principles for Quantum-

Resilient Systems

The following section describes some of the basic design
principles that are being considered in the development of
quantum resistant systems. The section is a reminder of the
principle ‘security by design’, highlighting the need to
incorporate security solutions at all system development
phases. Resilience mechanisms are analyzed and they
dynamically react on new quantum challenges. The basic
traits of redundancy, diversity and flexibility are highly
pursued in the system architecture as general principles.
Further; there is a focus on the need for interdisciplinary
work, meaning that nothing but the most comprehensive of
solutions will do. Best practices are emphasized for
possible system design guidance. A shift is advocated from
legacy and reactive security solutions toward proactive
strategies. This section further suggests the application of
these principles in practical scenarios discussed in the case
studies, and it encourages a review of these principles when
considering new computing architectures.

For the nascent field of quantum computing, threats to
system integrity are evolving rapidly. This includes
technologies for computing, communications, and the
Internet, as well as connections to the Internet-of-Things
(IoT), smart cities, and critical infrastructure. The principles
of security (the “CIA triad” — confidentiality, integrity, and
availability — and more recently resilience, defense, detect,
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respond, and adapt) have been discussed for the current
(‘classical’) post-digital era of computing. Countering
threats from the nascent field of quantum computing will
require new and additional security protocols; a review of
the best practices will position the emerging technologies
and industries to more successfully adopt secure
architectures and protocols.

4.1 Security by Design

Growing concerns exist about the future resilience of
electronic systems against the imminent threats of quantum-
computing advancements. Given the drastic risk this poses,
it becomes critically important to undertake comprehensive
research and study the potential threats as well as the
opportunities to mitigate these. The information presented
here is designed to educate and provide insights for different
layers of system developers, academics, and practitioners
interested in developing quantum-resilient systems and with
the broader picture that spans numerous aspects of the
computing arena including, but not limited to, electronic
voting, data storage, networking, SCADA systems, [oT, and
big data centers as shown in Table 1.

Efforts can focus on making an Impact Analysis using
quantum threats for securing popular databases adopted in
many network application services. To delve deeper, it is
brought forward a new database crypto threat, named Diff-
Hellman Key Enumeration (DHKE), and demonstrated how
an adversary, who can access the database server(s) either
physically or through an attack to the server's OS, is enabled
to apply a quantum powered modification to enforce it to
decrypt encrypted packets. Additionally, it
demonstrates effects of adopting encrypted database links,

stored

enabling a better understanding of the significance of this
threat and subsequently prompting the creation of new
notions to mitigate it. For instance, upon inspecting a typical
service, numerous open ports can be discovered (commonly
port 80 for HTTP and port 443 for HTTPS). Before being
further encrypted, a TCP service package is characterized
on a handful of layers, and the same TCP package can be
identified before being protected by an IPSec tunnel.
Subsequent to elaborating how quantum computing would
improve and eventually break standard security protocols,
ports with obvious encrypted diffie-hellman key would be
uncovered.

4.2 Resilience Mechanisms

A keyboard is a safe place to put information into the
world and a risky place to take it out of. Security is not a
Boolean attribute.
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Table 1. Performance optimization using hardware accelerator

Hardware accelerator

Optimization method
Implements parallelized
post-quantum

Performance gain

Ideal for edge or

Processing Unit) lattice-based algorithms

(e.g., NTRU, Kyber).

FPGA (Field cryptographic (PQC) 30-45% speedup in key generation embeq Fied systems

Programmable Gate . y . requiring energy-
operations such as lattice and encryption .

Array) e . efficient PQC
multiplications and matrix- .
execution.
vector products.
Exploits thousands of .
GPU (Graphics parallel cores to accelerate 40-60% reduction in Best suited for cloud

and data-center PQC

encryption/decryption time deployments

ASIC (Application-
Specific Integrated

Custom silicon designed for
PQC primitives (e.g.,

2x-3x throughput increase with

High initial design cost
but efficient for large-

lower power per operation scale or national

computations.

Circuit) modular arithmetic). .
security systems.
Promising for
Uses tensor cores for 20-35% performance improvement uantum-secure
TPU / Al Accelerator matrix-heavy lattice °P P d

in hybrid PQC + Al systems machine learning

pipelines.

This is not just because cyber-threats are in a continuous
evolution, but as well since the machines and techniques for
circumventing any security measure grow at the same pace
of technology which, could grant that defeating such
countermeasures would be a never-ending battle between
attackers and defenders. The introduction of quantum
computing has created severe security hazards that may be
leveraged by new algorithms and motivate the need to build
systems resistant against both classical and quantum
adversaries. Indeed, effective measures to put in place
could be adaptive defense mechanisms such as a monitoring
system that can autonomously be vigilant and also not just
recognize threats but re-configure the defense on-the-fly. It
is also recommended to adopt machine learning and
artificial intelligence to predict new types of attacks based
on historical patterns and, as it is common in the adversarial
machine learning domain, to predict the strategies adopted
by attackers. An alternative approach is to make the system
security evolve with new threats and provide a test
environment that can predict what vulnerabilities attackers
may find in the future. It is also crucial to implement
redundancy and diversity in computers making them less
dependable on the compromised resources and to design
arbiter architectures that can maintain generation of
quantum-resilient system architectures, infrastructure, and
service rendered within the context of a quantum-resilient
cloud eco-system.

5. Case Studies in Quantum-Resilient
System Architectures

https://csj.nabea.pub

This section presents an analysis of real projects and
case studies to illustrate the potential strategies in applying
quantum-resilient system architectures to industries. The
Integrated Quantum Cybersecurity Framework (IQCF) is
showcased, exemplifying possible policy-making decisions,
architecture planning, and practical projects to counter
quantum-computing threats. In this section we present the
current form of the theory and discuss possible ways for
using it to build secure infrastructure in different application
areas. Three practical cases of quantum-resilient system
architectures in the automotive, transport infrastructure and
cryptographic  industries are discussed. Interesting
information emerges and every case exposes some special
problems, as shown in Figure 2. The IQCF case is used to
provide an implementation walkthrough, from the
experimental idea to setup.

—#— Quantum-Resilient System —— Classical System
100.00%
'\\. 99.00%
\\ 98.00%
\ 97.00%
\ 96.00%
\ 95.00%
94.00%
93.00%
92.00%
‘ ‘ 91.00%
Authentication Success Overall System
Rate Reliability

Figure 2. Performance and security evaluation of
quantum-resilient architectures
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While quantum computing research and development
advances at a fast pace, the insecure nature of classical
cryptosystems has raised increasingly alarm. Businesses
are feeling the apparent urgency of making security
frameworks quantum-resistant. But whether they are
resources,  availability  constraints and  practical
considerations or the rapidly changing quantum-computing
space - something always seems to get in their way. So it
can be that various sectors are approaching in their own
ways, taking a variety of paths to quantum-resilient
solutions. Real-world projects originate from successful
teams of academic and industrial partners. In essence they
show that a novel secure infrastructure paradigm is both
possible and flexible and offer a template for industries
interested in following a similar route. By focusing on the
experimental cases, these examples provide some insight
into the difficulties and address pitfalls to be avoided. The
practical aspect of this insight will, hopefully, stimulate new
ideas and bring about a pro-active solution to the securing
of the classical cryptographic systems in anticipation of
quantum computation.

5.1 Industry Applications

The specialism of  quantum-resilient system
architectures is advancing as opportunity, not only as
assurance. Businesses in various fields such as finance,
health and telecommunications already experience a
quantum-backed roll out of the secure handling of data.
These developments not only effectively address the
specific challenges faced by each of these industries, but
also demonstrate the potential for successful collaboration
between industry and academia in driving innovation. In
focusing on the applications above, both in terms of present
day use and ongoing application development, it becomes
clear that each has quite correctly viewed security not
merely as an insurance measure to mitigate risk, but as a
means to foster customer confidence and maintain business

operations.

One reason to be such sharing would help is because in
all those use cases there are reminders of how similar
progress has already been valuable for securing data across
an array of industries. Compliance cybersecurity that also
have the company policy and law covered with mobility
services all as a subscription 20+ years ago. In their write-
ups, mature adopters of security as a tool for growth and
competitive edge explicitly articulate what quantum safe
principles are still aspiring to in much of the rest of industry.
At periods in which heavy investment to new tech couldn’t
necessarily translate into instant growth, given the tough
economic picture, quantum resilience should be 1 and could
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also influence every player’s stance outside a secured
industry best advocate environment.

5.2 Academic Research Projects

In a world with rapidly evolving cyber threats and
changes to the IT environment, modern architecture needs
to be extremely adaptable. With the development of
quantum computing becoming mature, new challenges will
push for secure system architectures that meet the
requirements of future computing systems. This becomes
even more challenging due to the enormous diversity of
applications, domains, and devices in today’s IT
(Information Technology) and SCADA systems. A strong
security system that can protect data, networks and
communications has become a touchstone of today's world.
In the case of critical infrastructure, whose cornerstone is
the seamless delivery of content, goods, energy, information
services and water transport systems it certainly relies on
secure industrial control systems which in turn rely on
reliable but often not-secure networking connections.
Preserving secure, reliable and private communication in
such a variegated environment can only be ensured if the
underlying vulnerabilities of existing solutions are well
understood and the ability of potential solutions to resist
attacks on future scenarios is carefully evaluated.

Recent academic funding cycles have seen a rise in the
number of awards aimed at developing cybersecurity
programs that incorporate the study of critical infrastructure;
many of these have focused on the electric power industry,
which comprises the bulk of the nation’s critical
infrastructure. An initiative at the University of Minnesota
has seen the creation of a secure collaborative project
between academia, the power industry, and the National Lab
system aimed at developing a comprehensive cyber security
program for electric power control systems. A server farm
mimicking energy industry systems, comprised of
university and lab equipment, has been completed.
Experiments are ongoing to detail the effect of common
network cyber-attacks on power system integrity. A wide
range of possible communications infrastructure are
deployed in the formation of industrial control system
dependant critical infrastructures, including, but not limited
to: dialup modems, copper wiring, fiber optics, digital radio,
satellite, and spread spectrum technologies. The effects of
network delay, jitter, and ultimately loss, are universal to all
such media. “Wide area” network security implications are
introduced by many new SCADA systems that have huge
wide-area foot print, and heavily dependent on IP-based
communication for WAN connectivity. The potential
vulnerabilities introduced by the widely variable quality of
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communication connections are demonstrated through
laboratory experiments on a SCADA transmission model.

6. Future Directions
Technologies

and Emerging

Quantum-Resilient System Architectures encompass the
broad effort to design secure systems and infrastructure for
the quantum-computing era. Resilient architectures must
safeguard both classical and quantum computers, as
advancements in quantum technology are expected to bring
both benefits and threats to the cybersecurity landscape. On
one hand, quantum computing will allow the rapid
factorization of large numbers, breaking the public-key
cryptosystems currently used to secure network traffic and
financial transactions. On the other, empirical
experimentation on operation times and resource
requirements to embedded hardware implementations
remains mostly unexplored. These research commitments
must anticipate the daunting challenges and opportunities
that will flow from the transformative changes wrought by
quantum computing to our existing notions of security and
privacy. With increase in quantum computing capability, the
power of quantum-augmented attacks on encryption and
SMPC protocols will also increase. The advent of quantum
computers will also activate an arms race with the goal of
hardening security against
generation threats, which is complicated by the natural
diversity and complexity of not only communication
technologies but also transmission mediums being deployed
today. There are however basic outstanding theoretical
questions about the practical implementation (validness) of
QIT. The pre- and post-quantum feeling is reviewed in a

classical network next-

detailed survey which also provides thoughts to best design
trusting security protocols in the quantum-computing era.

And as further research and policy-making progresses,
post-quantum  secure-data-exchange will  be
developed further, leading to sequential technology
systems based for QKD encryption applicable to an
expanding cyber-risk landscape exposed against a pervasive
threat of quantum attacks. At the treaty level, there could be
some value for the TPN to continue considering measures
that can easily utilize domain-specific and legal-technical
approaches as the CENTRQ and Cybersecurity in the
Quantum Era scenarios suggest a potential foundation for a
strong quantum future. The widest possible adoption of
quantum-safe standards is strongly encouraged as well as

systems

consolidated best practices on cyber- and electronic security.

Once decrypted, these messages will typically contain most
of the BIS’s information about foster policy instruments and
foresight studies results relevant to cybersecurity, they
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being aware of likely impacts from malicious hacking or
eavesdropping. In practice, up to 95% of encrypted BDBC
or equivalent messages may be subject to decryption in the
cyber and electronic security fields. The message recipient,
established by both a source and a destination tag, will first
decrypt the tag to uniquely determine the destination BIN
representing its ministry. To guard against unauthorized
decryption by rivals or other malicious actors, the messages
must be either conference encrypted by a unique tag key
only known to the recipient organization or must be
exchanged over an already existing encrypted, dark fiber
QKD link purposely installed by the organizations.

6.1 Quantum-Safe Standards

As an increasing number of stakeholders consider the
implications of quantum computing on future network
services and platforms, the complexity involved in ensuring
resilience to disk and other data centre networks rises. The
establishment of quantum-safe standards is considered as a
crucial strategy for the evolution of future technology
development and network architectures. This will establish
not only specifications for the capabilities needed for
quantum resilience, but also industry practices to ensure that
protection of against quantum attacks remains in synch with
a changing understanding thereof. More broadly, this will in
turn create a useful point of comparison to motivate the
deployment (and definition) of quantum-secure defenses,
and ensure uniform understanding about what it means for
an entity to be "quantum-safe."

Hence, there has been significant interest in quantum
safe protocols during the quantum computing research era
with current focus on standards by organizations like the
American National Standards Institute
(ANSD)Intereuropean  Telecommunications  Standards
Institute (ETSI). With various stakeholders, proposals are
formulated for quantum-safe network protocols and
infrastructure, including recommendations by the American
National Institute of Standards and Technology (NIST),
which pertain to cryptographic primitives, security
protocols and network architecture. Determining the
progress on quantum-safe network standards may be
simplified as both in and beyond the realms of quantum key
distribution (QKD). However, against these statistical
observations,
processes are outlined, thus, the historical record is set out.

discussed initiatives and standardization

At the time of writing, there appears to be little
significant history to report on these efforts. The aim instead
is to draw attention to the landscape that is forming and to
encourage collaboration among industry, academia and
standardization bodies to address the computational risks of
an approaching quantum era. To this end, recommendations
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are made below, which cover a broad field of activities
deemed necessary to address these risks at the infrastructure
level. These concrete recommendations are organized,
reflecting the broader categories considered (i.e.,
cryptographic primitives and protocols). It is important to
further note that the infrastructure may encompass both
local and wide area network components and includes
storage, computational, and communication systems.

6.2 Quantum Key Distribution

Is a significant advancement in so called “mature”
quantum secure communication technologies. What QKD is
and how it works is presented. Implementations already
working worldwide are practical applications and examples
in different industries. Arguments are made that discussions
and pilot projects for implementations
significantly enable industry to understand the concepts and
actually implement them to its favor, as shown in Figures 3
and 4.

real-world
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Figure 3. Hardware accelerator performance for post-
quantum cryptography
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Figure 4. Hardware accelerator performance for energy-
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PQC
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Quantum key distribution has been proposed in late
December 1984. Originally called quantum cryptography, it
was later popularized as QKD. QKD is the theoretically
unbreakable transmission of cryptographic keys using the
principles of quantum mechanics. There are two basic key
distribution encryptions in use today. The sender generates
the key and encodes it through the receiver. The receiver can
then decode the key using his own encoding numbers. The
other method is a shared distribution encryption. The key is
generated and sent over an open communication channel.
Quantum key Distribution is resistant against any future (or
current) decryption technology. The generated one-time
pads are not breakable. First widely used in branded systems,
QKD is now also available as a license free scheme in the
open research space. Standardized QKD is based on
Certificates. Finite length key security is the primary interest
for application in commercial systems. In commercial QKD
systems, the key distillation efficiency is in the range of 50%
to 90% and the key generation rate is in the range of 10 kbps
to 1 fps. In the classic QKD system, the net effective
distance without additional distance-related components
relies entirely on the open transmission line between the
QKD devices. With the current technology and system
design, it is impossible to generate a quantum key
distribution signal from two devices, which would still be
readable when the open fiber length between the two. Hop
distance limitation makes the traditional use of dark fiber
infrastructure difficult. Debugged components and real
world usability aspects need to be addressed for real
industry readiness. Broad industry usage of QKD would be
a significant global level advancement in the field of
cybersecurity and a cornerstone of quantum resilient
infrastructures.

7. Conclusion and Implications for Next-
Generation Computing

There are tremendous difficulties and efforts New York
designing and implementing quantum-resilient systems
architectures to meet the security consequences qlf quantum
computing to guarantee a secure future in next generation of
computers such as blockchain, Internet of Things (IoT), etc.
The problem is the threat quantum computing poses to the
cryptographic foundation of secure digital communication
with sensitive information. These threats come in different
priorities and could be impacting the confidentiality,
integrity and availability of data, asset, resources or
infrastructure.  Current security postures, whether
technological, organizational, legal, policy, or other, may
not withstand quantum adversaries for long, warranting a
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new strategic approach to cybersecurity in order to mitigate
anticipated threats posed by these rapid advancements.

A lack of preparation will see many services and systems
run within next-generation computing become quantum-
vulnerable, enfeebling the 21% century’s vast technology
investments, innovations, applications, and transformations.
The critical infrastructure used and relied upon in everyday
life, work, and industry, and underpinning essential services
and national defense, is at the sharpest risk. Indirectly
related security postures can worsen recovery from a
quantum event. Due to a severe lag in adoption times, work
must commence early on cryptographic agility. Break
quantum-specific silos to facilitate a holistic, cross-
disciplinary approach. Secure investment and collaboration
between universities, research, and industry to procure,
innovate, and establish early adoption of a quantum-resilient
technology for every layer of the IoT ecosystem. Can
network and blockchain technologies be witnessed as new
paradigms currently undergoing significant growth and
witnessing rapid advancement? Hence, reflecting on key
discussions had and commitments undertaken, a
collaborative approach is urged forward in combatting these
challenges.
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