
Cyber System Journal, vol. 2, no. 2, pp. 91-97, December 2025 

 

 

Received September 20, 2025; Revised June 9, 2025; Accepted November 19, 2025; Published December 31, 2025 

https://doi.org/10.57238/csj.2025.1017 

© 2025 by the authors. licensed under Creative Commons Attribution 4.0 International (CC BY 4.0). 

91 

CyberSystem Journal                                                                Research Article 

A Robust Intelligent Approach for Phishing URL Detection 
Using Hybrid Machine Learning 

Hind Abdulkareem Abdalrazaq 1 

1 Automobiles Engineering Department, College of Engineering AL Musayab , University of Babylon, Babylon, Iraq 

, 51001 Hillah, Babylon, Iraq 

* Corresponding Author: Hind Abdulkareem Abdalrazaq, Email: eng925.hind.abdulkarim@uobabylon.edu.iq 

Abstract: Phishing attacks are still the main and most severe vulnerability to cyber security 

through deceptive URLs for sensitive user information. Therefore, this paper proposes a 

framework based on deep learning techniques for phishing and legitimate URLs as an 

alternative to the currently employed blacklist-based detection approaches that have proven 

rather limited. The architecture includes one custom Convolutional Neural Network (CNN) 

and three Transfer Learning Architectures, ResNet50, InceptionV3, and VGG16 using 

representations of features based on URLs. All models under consideration shall be trained 

with Adam Optimizer and Binary Cross-Entropy loss function so that a fair comparison can 

be made under unified experimental set-up conditions. The set is broken down as 70% 

training, 10% validation, and 20% testing. Experimental results provide clear evidence that 

transfer learning models perform much better than the baseline CNN. The InceptionV3 

model posted a validation accuracy of 100% leading the pack, followed by VGG16 at 

98.96%. ResNet50 could muster only 97.92%. The proposed CNN model has also achieved 

quite competitive performance with a validation accuracy above 97%. Therefore, these 

results are explicit in confirming the effectiveness, robustness, and generalization capability 

of deep learning architectures toward the problem of phishing URL detection. This 

proposed framework will go a long way in ensuring web security is beefed up as it creates 

a barrier against all evolving cyber threats. 
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1.  Introduction 

The Internet is the large-scale worldwide 

infrastructure that today supports communication, 

commerce, education, and government services all 

over the world. At a technical level, it can be 

generally described as "networks of networks" 

interconnecting hosts and servers over diverse 

telecommunications media—fiber backbones, wireless 

access, or satellite links—with standardized protocol suites 

(mainly TCP/IP) providing addressing and routing 

semantics plus reliable data transport for distributed systems. 

By decentralized governance principles, the Internet does 

not fall under any government or single authority; rather 

evolution and operation are determined by a complex 

ecosystem of standards bodies, service providers, research 

institutions, and universities. Therefore Internet-based 

service applications have rapidly proliferated to include 

support for information retrieval, electronic commerce and 

T 
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online banking, e-health applications via telemedicine 

including social networking software supporting remote 

teamwork introduced as a critical tool during pandemics 

such as COVID-19 [1-5] 

The more digital interactions take place, the more 

opportunities for attacks against individuals and 

organizations. Since email is one of the most popular 

communications for messages, documents, and links 

exchange - that makes it a sweet spot of attack because it's 

so well integrated into the workflows at institutions. 

Malware, ransomware, identity theft, denial-of-service 

attacks, and large-scale financial fraud are all able to be 

facilitated over the Internet via cybercriminal activity; 

phishing stands out among them due to how much more 

common it is since human vulnerabilities are so often 

exploited compared to technical ones [6]. A phishing attack 

involves an adversary pretending to be a reputable entity in 

order to trick one of its victims into revealing sensitive 

information - like credentials or personal identifiers or 

payment data - or performing some malicious action. The 

risks increase further when spear-phishing is applied 

because then even more specific messages can be crafted 

against a single employee or department based on 

knowledge about who is within which organization (or 

project work being conducted), and on formal 

communication styles [7-9]. 

At the heart of phishing and spear-phishing attacks are 

URLs, which direct users to web resources-whether 

legitimate or malicious. Like most syntactic components, 

scheme (HTTP/HTTPS), host/domain, path, and query 

parameters can be manipulated to look like trusted brands or 

official portals. Figure 1 gives a sample URL based on 

HTTP and marks its major structural components with 

references to emphasize how small lexical as well as 

structural variations may be exploited by attackers for 

fooling users [10].  

While HTTPS does mean communication is encrypted 

using TLS/SSL and it is necessary for protection of data in 

transit, having a HTTPS site does not guarantee the site's 

legitimacy because adversaries can also obtain certificates 

for their fraudulent domains and then convincingly host 

imitation pages [11]. In recent years, the emergence of 

generative AI has fortified social engineering by allowing 

attackers to generate large volumes of well-written email 

content. This content is not only grammatically correct but 

also contextually relevant, significantly diminishing the 

effectiveness of traditional rule-based filters and keyword 

matching [12]. 

 

 

 

Figure 1. Representation of URLs using HTTP protocol 
attributes. 

 

Thus, recent studies have increasingly centered their 

attention on the dimensions of machine learning and deep 

learning algorithms for robust email threat detection. It is 

spear-phishing detection that usually combines several 

categories of features and not only just textual cues from the 

body and subject of an email-appending information on 

intent, urgency, semantic patterns but also URL-based 

features lexical structure, obfuscation pattern, domain 

characteristics-and sender-based attributes including 

domain reputation, header anomalies, reply-to mismatches 

among others [13].  

 

 

Figure 2. Phishing URL Detection and Architecture of 
the Proposed Approach. 

 

Figure 2 represents a general workflow adopted in this 

study-the phishing dataset is preprocessed and then 

transformed into feature vectors split for training/testing to 

train machine learning models to detect malicious URLs as 

well as related phishing content within emails themselves. 

Utilizing such heterogeneous signals, AI-assisted classifiers 

can raise the bar much higher in accuracy with far more 

reduced false positives in terms of alerting capacity to give 

a better warning-this will bring about improved email 

security and shall reduce operational as well as financial 

impacts by intrusions based on phishing [14]. 
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2. Related works  

Phishing is among the major challenges that are 

currently being faced in network security and systems 

operating over the Internet. Several studies have therefore 

proposed different techniques in the protection of users 

against cyber threats as part of an overall system 

architecture—these include machine learning models, deep 

learning models, and blacklist as well as whitelist URL 

filtering approaches. Existing solutions to phishing 

detection can be broadly classified into two key categories: 

those that fall under list-based methods and those 

comprising machine learning-based identification systems. 

Consequently, this section comprises two parts in which 

existing works pertaining to these dimensions are reviewed. 

1. This research proposes an intelligent machine 

learning-based phishing URL detection system 

using a benchmark dataset of more than 11,000 

phishing and legitimate URLs. Several 

machine learning algorithms were 

implemented after data preprocessing to 

compare their performances. The hybrid model 

which is proposed here consists of Logistic 

Regression, Support Vector Machine, and 

Decision Tree classifiers with soft as well as 

hard voting for better accuracy in detecting 

phishing URLs. Canopy-based feature 

selection, k-fold cross-validation, and Grid 

Search optimization have been adopted for 

getting improved results. This approach proved 

better than the existing models by attaining 

98.12% accuracy, 96.33% recall value, and a 

95.89% F1-Score to establish its efficacy as 

well as its robustness in the detection of 

phishing URLs [15]. 

2. This study proposes a real-time machine 

learning setup, running at the client side, for 

detecting phishing URLs that can dynamically 

keep pace with changes in the nature of attacks. 

Differentiating features from URL and 

webpage source code are leveraged to 

differentiate phishing from legitimate sites 

without involving any third-party support. As 

per empirical analysis results, the proposed 

approach has attained 98.19% TPR with an 

FPR of only 1.59%, recording precision as well 

as accuracy figures of 98.39% along with a 

valuation on an F1-score metric standing at 

98.29% [16]. 

3. Results of the experiment strongly prove that 

the proposed hybrid detection method is 

effective in identifying phishing URLs. A 

comparative study on several machine learning 

and deep learning models proves that deep 

learning techniques perform better. The 

convolutional neural network (CNN) model 

recorded the highest accuracy at 97.945%, 

followed by multilayer perceptron (MLP) at 

93.216%. This will hence forth prove that the 

methodology being proposed is robust enough 

to present a solution towards distinguishing a 

legitimate website from a phishing one; thus, it 

can be considered practicable [17]. 

4. This paper proposes a machine learning 

approach to train classifiers on hybrid features, 

both URL-based and hyperlink-based. The 

features can be extracted in real-time from the 

webpage, such that the detection system will 

work completely at the client side without 

depending on any third-party service for 

detecting zero-day or newly launched phishing 

websites. A specific dataset was constructed for 

experimental evaluation where several 

machine-learning classifiers were trained and 

tested; meanwhile, this proposed hybrid 

feature-based approach proved highly effective 

since it achieved 99.17 % detection accuracy 

using an XGBoost classifier [18]. 

5. This study proposes a layered machine learning 

model that first checks the URL structure and 

then combines textual and image features for 

detecting phishing websites. A dataset was 

prepared with 20,000 URL samples having 22 

different feature values along with text data 

extracted from images for classification 

purposes. Several algorithms- XGBoost, 

random forest, SVM, and multilayer perceptron 

were applied out of which XGBoost gave the 

highest result accuracy of 94% during training 

and 91% while testing on test data thereby 

strongly catching phishing sites leading to an 

advanced warning plus internet user security 

[19]. 

6. This study analyzes the tactics of phishers in 

their gradual approach to close imitation of 

legitimate URLs to fool users. A total of 10,000 

URLs composed equally by half from phishing 

and another half from legitimate web pages 

collected between 2015-and 2017 were used. 

Forty-eight features were extracted out of these 

URLs on which Information Gain (IG) and 

Chi-Squared feature selection techniques have 
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been applied for comparison purposes. Further 

analysis has been done on selected features to 

find out common techniques adopted by 

phishers in URL manipulation using machine 

learning techniques [20]. The results discuss 

how well anti-phishing tool developers can use 

such information together with user awareness 

strategists. 

7. This proposed Machine Learning-based 

approach for Cyber Attack Detection in Smart 

Power Systems using (Phasor Measurement 

Unit) PMU Data. Features were extracted from 

the PMU measurement data based on anomaly 

assessment and Random Forest Classifier 

under AdaBoost Ensemble used for detection. 

It has been validated over several smart grid 

event case studies that it can achieve 93.6% 

accuracy with a 93.91% detection rate beating 

the state-of-the-art methods by a fair margin. 

This method clearly proves the possibility of 

accurate anomaly detection inside critical 

infrastructure systems when applying machine 

learning and deep learning methodologies [21]. 

8. This study proposes a deep learning-based 

model using long-term Phasor Measurement 

Unit (PMU) data for event and cyber-attack 

detection in energy systems. Key features are 

extracted with the help of Principal Component 

Analysis(PCA), which reduces redundancy as 

well as learning time, keeping the main 

information intact. The model applies deep 

learning as well as Decision Tree classifiers for 

anomaly detection and is evaluated based on 

different metrics where the confusion matrix 

has been taken into account. Results have 

proven that proposed methodology attains 97% 

accuracy, thus security and efficiency 

increment of intelligent energy grids [22]. 

9. This study proposes an efficient machine-

learning framework for detecting phishing 

URLs without visiting the website or relying on 

third-party services. The model extracts 30 key 

features from the URL, including protocol 

scheme, hostname, path, entropy, suspicious 

words, and brand name matching using TF-IDF. 

The framework was evaluated on six datasets 

using eight classifiers, with Random Forest 

achieving the highest accuracy. Experimental 

results demonstrate that the proposed approach 

outperforms existing methods, achieving up to 

96.85% accuracy across benchmark datasets, 

providing an effective solution for real-world 

phishing detection [23]. 

10. This study proposes a real-time anti-phishing 

system that detects phishing websites using 

natural language processing (NLP) features and 

seven machine learning classifiers. The system 

is designed to be language-independent, 

capable of detecting new websites, and 

operates without relying on third-party services. 

A large dataset of phishing and legitimate 

URLs was constructed for evaluation, and 

experimental results show that the Random 

Forest classifier achieved the highest accuracy 

of 97.98% using only NLP-based features. The 

approach demonstrates effective and efficient 

detection of phishing URLs in real-time [24]. 

11. Recent studies highlight the success of machine 

learning and deep learning models in detecting 

phishing URLs as well as cyber-attacks against 

critical systems. Several works presented 

hybrid and layered frameworks based on 

features extracted from URL, text, image, 

hyperlink, etc., in combination with ensemble 

or deep learning classifiers such as Random 

Forest, XGBoost, CNN, and MLP [15–19]. 

These frameworks achieved very high accuracy 

between 91% to 99.17% which means 

robustness regarding detection of zero-day 

attacks on language-independent phishing and 

dynamically evolving threats [16,18,24]. 

Furthermore, studies about phisher strategies 

applying feature selection methods like 

Information Gain and Chi-Squared bring more 

information that can be harnessed when 

building powerful anti-phishing tools [20]. 

Outside of cybersecurity, machine learning 

models have also been equivalent to accuracy 

up to 97% for anomaly applications in smart 

power systems utilizing PMU data and are truly 

available in real time [21,22]. Collectively, this 

literature reveals a strong indication of the 

potential leverage of machine and deep 

learning methodologies toward an improved 

state of security, efficiency, and user protection 

on web-based systems as well as critical 

infrastructure. Table 1 shows the summary of 

related works. 

Recent studies highlight the success of machine learning 

and deep learning models in detecting phishing URLs as 

well as cyber-attacks against critical systems. Several works 

presented hybrid and layered frameworks based on features 
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extracted from URL, text, image, hyperlink, etc., in 

combination with ensemble or deep learning classifiers such 

as Random Forest, XGBoost, CNN, and MLP [15–19]. 

These frameworks achieved very high accuracy between 91% 

to 99.17% which means robustness regarding detection of 

zero-day attacks on language-independent phishing and 

dynamically evolving threats [16,18,24]. 

 Furthermore, studies about phisher strategies applying 

feature selection methods like Information Gain and Chi-

Squared bring more information that can be harnessed when 

building powerful anti-phishing tools [20]. Outside of 

cybersecurity, machine learning models have also been 

equivalent to accuracy up to 97% for anomaly applications 

in smart power systems utilizing PMU data and are truly 

available in real time [21,22]. 

 Collectively, this literature reveals a strong indication 

of the potential leverage of machine and deep learning 

methodologies toward an improved state of security, 

efficiency, and user protection on web-based systems as 

well as critical infrastructure. Table 1 shows the summary 

of related works. 

 
Table 1. Summary of related works 

Ref Methods Results Limitations 

[15] 

Hybrid ML model combining Logistic Regression, 

SVM, and Decision Tree with soft and hard 

voting; Canopy-based feature selection, k-fold 

CV, Grid Search optimization 

Accuracy 98.12%, 

Recall 96.33%, F1-

Score 95.89% 

Requires preprocessed benchmark 

dataset; may not generalize to unseen 

dynamic phishing URLs 

[16] 
Real-time client-side ML setup using URL and 

webpage source code features 

TPR 98.19%, FPR 

1.59%, Accuracy 

98.39%, F1-Score 

98.29% 

Focused only on client-side detection; 

may not consider server-side or 

advanced evasion techniques 

[17] 
Hybrid ML and deep learning; CNN and MLP for 

URL classification 

CNN Accuracy 

97.945%, MLP 

93.216% 

Deep learning models require high 

computational resources; smaller 

datasets may limit generalizability 

[18] 

ML-based hybrid features from URLs and 

hyperlinks; client-side execution; multiple 

classifiers 

XGBoost Accuracy 

99.17% 

Dataset construction limited; may not 

cover all types of zero-day attacks 

[19] 

Layered ML approach analyzing URL, text, and 

image features; algorithms: XGBoost, Random 

Forest, SVM, MLP 

XGBoost Training 

94%, Testing 91% 

Image text extraction may fail for 

complex or obfuscated images; feature 

engineering required 

[20] 
ML analysis of phisher tactics; 48 features; feature 

selection: Information Gain, Chi-Squared 

Identified 10 common 

URL manipulation 

techniques 

Dataset from 2015–2017; older URLs 

may not represent current phishing 

strategies 

[21] 

ML-based anomaly detection in smart power 

systems; PMU data; Random Forest under 

AdaBoost 

Accuracy 93.6%, 

Detection rate 

93.91% 

Focused on power systems; results may 

not generalize to other cyber-physical 

systems 

[22] 

Deep learning model on long-term PMU data; 

PCA for feature reduction; Deep learning & 

Decision Tree classifiers 

Accuracy 97% 

High dependency on quality and 

quantity of PMU data; computational 

cost high 

[23] 
ML framework for phishing URL detection; 30 

key URL features; 8 classifiers 

Accuracy up to 

96.85% 

Limited to URL features; may not 

detect phishing based on images or 

dynamic content 

[24] 
Real-time anti-phishing system; NLP features; 7 

ML classifiers; language-independent 

Random Forest 

Accuracy 97.98% 

Depending on textual content; may fail 

on image-based phishing without text 

3. PROPOSED APPROACH 

This section presents a comprehensive description of the 

methodologies adopted in this study, offering a detailed 

explanation of the proposed framework for phishing URL 

detection. The performance of the proposed model is 

rigorously evaluated using standard evaluation metrics, 

including Accuracy, Precision, Recall, and F1-score, to 

assess its effectiveness and reliability in distinguishing 

phishing URLs from legitimate ones. 

4. Dataset 

The UCI PHIUSIIL Phishing URL Dataset [25] contains 

a wide and comprehensive diversity of features that makes 

it most appropriate to train resilient machine learning, as 

well as deep learning models for detecting phishing. One 
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major cyberattack vector is through malicious URLs; hence 

the dataset includes labeled collection URLs both malicious 

and legitimate websites with many different attributes such 

as structure or domain characteristics special characters 

present among others which could indicate phishing activity 

thus allowing detection not only known patterns but also 

emerging threats when heuristic based features are 

combined statistical attributes allow thorough analysis 

hence enhancing adaptability efficiency detection model 

current up-to-date phish data ensures model stay relevant 

evolving attack strategies therefore important tool discover 

battle against phish. The dataset contains 235,795 instances 

and 56 features. Several columns Filename, URL, Domain, 

Title, URLLength, DomainTitleMatchScore and 

URLSimilarityIndex were removed to eliminate redundancy. 

The remaining features were used to train the algorithm 

improving its detection capability and accuracy [26-27]. 

5. Evaluation matrix   

A machine learning model can be evaluated in different 

ways, and multiple metrics of evaluation would add to the 

rigor of analytical research by giving a detailed comparison 

between machine learning algorithms [28,29]. The four 

basic measures used in this study are accuracy (AC, Eq. 1), 

precision (PR, Eq. 2), recall (RE, Eq. 3), and F1-score (FS, 

Eq. 4). All four metrics are calculated from a confusion 

matrix [30-31] ,which also shows how well classification 

has been performed by the model. The correctly identified 

false negatives have been emphasized because such errors 

bear important implications when predictions are made in 

the medical domain 

                                                  

                   𝐀𝐜𝐮𝐫𝐚𝐜𝐜𝐲 =
𝐓𝐏+𝐏𝐍

𝐓𝐏+𝐏𝐍+𝐅𝐍+𝐅𝐏
                    (𝟏) 

      𝑹𝒆𝒄𝒂𝒍𝒍 =  
𝑻𝑷

𝑻𝑷+𝑭𝑵
                                     (𝟐) 

      𝑷𝒓𝒆𝒄𝒊𝒔𝒊𝒐𝒏 =
𝑻𝑷

𝑻𝑷+𝑭𝑷
                               (𝟑) 

      𝐅𝟏 − 𝐬𝐜𝐨𝐫𝐞 =
𝟐∗𝐏𝐫𝐞𝐜𝐢𝐬𝐢𝐨𝐧∗𝐑𝐞𝐜𝐚𝐥𝐥

𝐏𝐫𝐞𝐜𝐢𝐬𝐢𝐨𝐧+𝐑𝐞𝐜𝐚𝐥𝐥
             (𝟒) 

 

 

6. Proposed system   

The approach introduces an intelligent hybrid 

framework for phishing URL detection through the optimal 

combination of feature selection and deep learning/transfer 

learning paradigms. It makes high accuracy, robustness, and 

generalization promises not only on known attacks but also 

previously unseen attacks, zero-day attacks. Initially, the 

PhiUSIIL Phishing URL dataset is used. It contains a large 

scale collection of both legitimate and phishing URLs. 

Some discriminative features are extracted from the 

structures of the URLs and characteristics of web pages. 

Structure based features include length of URL , domain 

based attributes , lexical properties as well as similarity 

based hyperlink indicators . These features have shown 

relevance in capturing those behavioral patterns which 

mostly are and always become part of the execution plan for 

phishing attacks.  

The data is cleaned, normalized using Standard Scaler, 

and split into train and test subsets as a minor step inside an 

extensive data preprocessing phase.Hybrid feature selection 

is initiated at the strength of Random Forest (RF) [32] 

together with Extra Trees Classifier (ETC) [33] to fight 

redundancy and noise of features. In parallel, these models 

calculate feature importance scores based on impurity 

reduction while learning. Rankings formed within both 

models are aggregated to find out which features are most 

influential and stable.  

This hybrid selection mechanism ensures reduced 

dimensionality to a large extent, overfitting is taken care of, 

preserves very important discrimination information, and 

makes computation faster. Convolutional Neural Networks 

[34] (CNNs) use transfer learning [35,36] models such as 

ResNet50 [37], InceptionV3 [38], and VGG16 [39] to 

enhance high-level features of their representation. The 

proposed CNN architecture would entail a number of 

Conv2D [40] layers with ReLU [41] activation functions 

followed by MaxPooling2D layers that would be able to 

pick up spatial hierarchies and salient patterns inside the 

feature representations.  

The resulting feature maps are then flattened and passed 

through fully connected Dense layers. Sigmoid activation 

will be used in the last layer for binary classification 

between legitimate and phishing URLs. In the end, a strict 

check of the proposed framework is done using standard 

evaluation metrics that come from the confusion matrix: 

Accuracy, Precision, Recall, and F1-score. Test results show 

that the proposed crossbreed setup attains trusty and 

effectual phishing spotting performance; showing strength 

ability in finding both known and zero-day phishing URLs 

without leaning on third-party blacklists. Figure 3 and 

algorithm 1 show the block diagram for proposed system 

[42]. 
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Figure 3. the Proposed Approach. 

 

Algorithm: Proposed Phishing Detection 
Methodology 

Input: 

Phishing URL dataset (PhiUSIIL) containing legitimate 

and phishing URLs 

Output: 

Binary classification result (Legitimate / Phishing) 

Begin  

Load Dataset: Load the PhiUSIIL phishing URL 

dataset. 

Data Preprocessing 

Remove duplicate and inconsistent records. 

Handle missing values if present. 

Encode class labels (Legitimate = 0, Phishing = 1). 

Feature Selection (Hybrid Approach) 

Apply Random Forest (RF) to compute feature 

importance scores. 

Apply Extra Trees Classifier (ETC) to compute 

alternative importance scores. 

Aggregate importance scores from RF and ETC. 

Select the most influential features based on average 

ranking. 

Dimensionality Reduction: Construct an optimized 

feature subset using the selected features. 

Train–Test Split: Split the dataset into training and 

testing sets using a sampling strategy. 

Model Training (Transfer Learning / Deep Learning) 

Train deep learning models using transfer learning 

approaches 

( ResNet50, InceptionV3, VGG16). 

Fine-tune convolutional layers for phishing 

detection. 

Classification: Apply a sigmoid activation function 

for binary classification. 

Model Evaluation 

Evaluate the trained model using: 

Accuracy 

Precision 

Recall 

F1-score 

Output Prediction: Predict whether a URL is 

legitimate or phishing. 

7. Results and discussion  

Transfer deep learning efforts at classifying phishing 

URLs include custom-designed neural architectures and 

well-known pre-trained deep learning models such as 

ResNet50, InceptionV3, and VGG16 retargeted toward 

feature representations based on URLs.  

The proposed CNN model comprises several 

convolutional layers defined by ReLU activations followed 

by MaxPooling applied for pooling of extracted features to 

make the extraction more discriminative in regard to the 

characteristics of URLs. These features are then flattened 

into a one-dimensional vector-using Flatten layer-and sent 

through fully connected (Dense) layers, with Sigmoid 

activation function at output layer which produces a binary 

output representing whether a URL is phishing or legitimate. 
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The ResNet50 model uses weights that have been pre-

trained on large scale benchmark datasets and is fine-tuned 

by adding extra Flatten and Dense layers to the base 

architecture so as to learn better any patterns within URL 

features relating to phishing. Similarly, InceptionV3 adds 

the base network without its final classification head 

followed by more Dense and Dropout layers which help in 

overfitting as well as generalization performance. The 

VGG16 model takes advantage of its deep yet stable 

architecture by freezing the base layers and then creating 

new trainable ones which are designed in particular for 

finding complicated signs of phishing embedded inside 

URL structures. 

Training is performed with the Adam optimizer and 

Binary Cross-Entropy loss. Generalization capability 

Improved generalization capability diminished overfitting 

by applying proper data-level regularization techniques on 

the URL feature set via normalization and feature 

rebalancing strategies. A fair comparison among all tested 

models is guaranteed by training them using an identical 

split from the data—70% for training, 10% for validation, 

and 20% for testing—with a batch size of 32 over 20 epochs 

of learning. Early Stopping and TensorBoard are, 

respectively, tools to monitor when convergence has started 

to go into overfitting during model training. Training 

performance about the proposed model is in Figure 4-6 and 

Table 2. 

Table 2. Training Results for approach system 

Algorith

m 

Best 

Epo

ch 

Best 

Accur

acy 

Mini

m 

Loss 

Validat

ion 

Accura

cy 

Validat

ion 

Loss 

CNN 18 0.97 0.11 0.98 0.05 

ResNet5

0 

17 0.93 0.20 0.98 0.10 

Inceptio

nV3 

8 0.99 0.00

3 

1.00 0.002 

VGG16 8 0.99 0.04 0.99 0.04 

 

 

 

Figure 4.models performance curve. 

 

Figure 5.the training accuracy curve. 

 

Figure 6.the training loss curve. 

8. Conclusion  

This study introduced a holistic deep learning 

framework for the classification of phishing URLs as a 

mitigation of the constraints brought about by conventional 

static rule-based or blacklist-oriented detection techniques. 

This approach made use of a custom CNN model and some 

transfer learning architectures, specifically ResNet50, 

InceptionV3, and VGG16 to establish the complicated 

nonlinear relationships that exist within URL feature 

representations. The results empirically validated all models 

under study with high classification accuracies where 

transfer learning models outperformed the baseline CNN 

model regarding the speed of convergence and validation 

performance. 

InceptionV3 and VGG16 have been among the 

architectures evaluated with a relatively better stability 

generalization, hence highly probable to be used in real-

world phishing detection systems. This is enabled by unified 

training which includes splitting the data and optimization 

settings equally for all the models being compared hence 

ensuring fair and reliable comparison. Other training control 
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mechanisms that would help reduce overfitting increase 

model robustness. 

Overall, these results further solidify the fact that deep 

learning models have an effective and scalable solution 

toward the problem of phishing URL detection. Future 

research may pivot on aspects relating to real-time feature 

extraction, adversarial robustness, and hybridized elements 

where deep learning is fused with contextual or behavioral 

analysis in the quest for higher accuracies in detection 

regarding novel phishing methodologies. 
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