Cyber System Journal, vol. 3, no. 1, pp. 81-88 June 2026
5 e

Online ISSN: 3078-5413

. CyberSystem Journal (CSJ) -ooo. (T

csj.hé.ﬁ.éa.pub

CyberSystem Journal Review Article

IT Management and Managerial Mindset Transformation:
A Critical Subject Review

Mustafa Adnan Madloul Al-Bakri! and Noor Thamer Mahmood 2*
1 College of Education and Sports Sciences, Al-Mustagbal University, Babylon 51002, Irag.
2 Computer Center, Babylon University Babylon 51002, Iraq.

* Corresponding Author: Noor Thamer Mahmood. Email: nour.thamer95@uobabylon.edu.ig

Abstract:

Purpose: This subject review investigates how Information Technology (IT) Management
contributes to reshaping the managerial mindset within contemporary organizations, with
particular attention to decision-making behavior, cognitive adaptation, and the mediating
role of human factors between technology adoption and organizational performance.
Design and Approach: A descriptive-analytical literature review was conducted on peer-
reviewed publications retrieved from Scopus, Web of Science, Science Direct, and Google
Scholar, covering the period from 2020 to 2025, with a small number of seminal earlier
works retained where conceptually indispensable. Thirty-five sources were retained for in-
depth analysis after applying inclusion and exclusion criteria, including topical relevance,
methodological transparency, and publication in indexed journals or recognized academic
presses. Access this article online
Findings: The review indicates that IT Management has shifted from a supportive

operational function to a strategic cognitive enabler. Its influence on organizational

performance is rarely direct; rather, it is mediated by managerial cognition, organizational

culture, and digital readiness. Emerging technologies artificial intelligence, cloud

computing, big-data analytics, and cybersecurity frameworks amplify this mediating effect

but also introduce technostress, algorithmic bias, and ethical concerns.

Originality: The study proposes an integrated conceptual framework that positions

managerial mindset as a cognitive intermediary between IT capabilities and performance

outcomes, with explicit attention to developing-country contexts that remain

underrepresented in mainstream IS literature.
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1. Introduction

ver the past decade, the speed at which

O information and communication technologies have

penetrated organizational life has forced a rethink

of what it actually means to manage. Structures

that were once stable for years are now reorganized within

months, and decisions that used to depend on a manager's

intuition or accumulated experience are increasingly

delegated to dashboards, predictive models, and machine-
learning pipelines [4].

The picture is not simply one of tools replacing tools; it
is a quieter, deeper shift in how managers perceive problems,
weigh evidence, and commit to courses of action. Within
this shift, IT Management has stopped being a back-office
concern. It now sits at the intersection of strategy, culture,
and cognition. The way an organization governs its data,
designs its information systems, and integrates emerging
technologies sends signals throughout the managerial
hierarchy about what counts as a legitimate basis for a
decision. Over time, those signals reshape the managerial
mindset itself [19].

This review approaches the topic from that angle. Rather
than treating technology as an independent variable that
mechanically improves performance, it examines IT
Management as a cognitive infrastructure one that gradually
transforms the analytical habits, risk perception, and
reasoning patterns of managers. The review also pays
explicit attention to the contexts in which most IS research
has not been conducted, particularly the Middle East and
other developing regions, where digital adoption is uneven
and managerial culture often lags behind technological
capability [24].

2. Methodology

This study adopts a descriptive-analytical subject-
review approach guided by recent methodological
recommendations on structured literature reviews in
management research [9,18].The intention is not to claim
full PRISMA-level systematic coverage, but to ensure that
source selection is transparent, replicable, and defensible.

2.1 Databases and Search Strategy

Four databases were searched: Scopus, Web of Science,
Science Direct, and Google Scholar. The latter was used
mainly to capture relevant working papers and theses that
complement indexed sources.
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The search was carried out between December 2024 and
March 2025.The following Boolean search string was
applied to titles, abstracts, and keywords:

("IT management” OR “information technology
management” OR  "information  systems") AND
("managerial mindset” OR "managerial cognition" OR
"decision-making" OR "digital leadership™) AND ("digital
transformation” OR  “data-driven" OR  "artificial
intelligence” OR "cloud computing™)

2.2

Inclusion criteria were:

e Publication between 2020 and 2025, with a
small number of seminal works from earlier

Inclusion and Exclusion Criteria

years retained only when conceptually
indispensable for tracing the lineage of a
concept;

e Peer-reviewed journal articles, recognized

conference proceedings, or scholarly books;

e Explicit engagement with the link between IT
and managerial behavior, decision-making, or
organizational performance.

e Availability of full text in English or Arabic.
Exclusion criteria removed:
1. Purely technical papers without managerial
implications
2. Editorial commentaries and non-peer-reviewed
blog content
Duplicates across databases.

Studies whose methodology was insufficiently
described [25-28].

2.3 Selection Outcome

The initial pool consisted of 268 records. After removing
duplicates (n = 52), screening titles and abstracts (excluded
n = 142), and applying full-text eligibility checks (excluded
n = 39), 35 sources were retained for thematic and
comparative analysis. A simple coding scheme was used to
extract: research focus, methodology, key findings,
contextual setting, and identified gaps.

3. IT Management as a Strategic Driver

Earlier conceptions of IT Management treated it
primarily as a service function: keeping systems operational,
maintaining infrastructure, and supporting routine business
processes. That framing has lost most of its explanatory

CyberSystem Journal, vol. 3 no. 1, pp. 81-88, June 2026



M. A. M. Albakrie,, “IT Management and Managerial Mindset...

power. Recent contributions describe IT Management as a
strategic capability that shapes the firm's ability to sense
opportunities, reconfigure resources, and respond to
environmental change [4].

Two streams dominate the contemporary literature. The
first emphasizes IT-enabled operational excellence, where
information systems streamline workflows, reduce
transaction costs, and improve service delivery. The second
focuses on IT governance and strategic alignment, arguing
that the value of technology depends on how decision rights,
accountability structures, and investment portfolios are
distributed across the organization [15,25].

What unites both streams is a recognition that the
strategic contribution of IT cannot be read off from
technology budgets alone. It depends on the maturity of
governance arrangements and on the cognitive readiness of
senior management to integrate digital signals into strategic
deliberation. Recent work on agile IT governance further
suggests that traditional, compliance-focused governance
models are giving way to more flexible architectures that
can absorb the speed and uncertainty of digital environments
[15,25].

4. Managerial Mindset Transformation

The managerial mindset can be understood as the
interpretive frame through which managers categorize
information, judge its credibility, and translate it into action.
In a digital environment, this frame is being reorganized
along three lines: a shift from intuition toward evidence, a
shift from periodic decision cycles toward continuous
sensing, and a shift from individual judgment toward
distributed, technology-mediated cognition [19].

Such transformation is rarely smooth. Resistance to
change, scarcity of analytical skills, and generational
differences inside management teams slow the diffusion of
data-driven practice. There is also a more subtle obstacle:
many senior managers were trained in eras when intuition
and experience carried symbolic authority, and surrendering
interpretive control to algorithms can be perceived as a
threat to professional identity [7].

It is therefore inaccurate to describe the transformation
as a one-way replacement of intuition by analytics. The
emerging picture is a hybrid mode of reasoning in which
algorithmic outputs and managerial judgment are
continuously weighed against each other, with the boundary
between them adjusted to the situation at hand. Recent
empirical work supports this hybrid framing, showing that
Al-assisted decision-making rarely replaces human
judgment outright; instead, the two modes coexist and
influence each other in complex ways [19,28].
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5. The Role of Data and Information
Systems in Decision-Making

Data has become a structural resource for digital
organizations. Information systems convert raw signals into
structured knowledge by integrating data acquisition,
storage, processing, and visualization layers. When these
layers are well designed, they shorten the distance between
an event in the field and the decision that responds to it
[13,23].

However, data quality remains a persistent fault line.
Inaccurate, incomplete, or biased datasets do not simply
produce poor decisions; they produce confidently wrong
ones, since algorithmic outputs tend to be perceived as
objective. Recent work emphasizes the importance of data
governance, lineage tracking, and continuous quality
auditing as preconditions for trustworthy decision support
[13,23] .

The competence of wusers is equally critical. A
sophisticated analytics platform deployed inside an
organization with weak data literacy will not change the
underlying decision pattern; it will mostly produce
dashboards that nobody consults. The cognitive value of
information systems is unlocked only when managers know
how to interrogate the data, recognize its limits, and
integrate it into a defensible argument [15,13].

6. Digital Transformation and Its Impact
on Management

Digital transformation is more than a technology
upgrade. It is a redesign of how an organization creates and
captures value, often involving new business models,
reconfigured customer relationships, and a reshaping of
internal culture [4]. Empirical studies converge on the
finding that firms which treat digital transformation as a
managerial and cultural project, rather than a purely
technical one, achieve more sustainable performance gains.
A useful way to frame this is through the notion of digital
maturity.

Recent reviews suggest that organizations move through
identifiable stages, from isolated digital initiatives to
integrated, data-driven operating models. Each stage
demands a different managerial mindset, and organizations
frequently stall not because the technology fails, but because
the leadership does not advance with it [16,26].

The pandemic accelerated this dynamic considerably.
Several studies document how organizations that had
previously hesitated were forced into rapid digital adoption,
exposing the gap between formal digital strategies and the
actual cognitive readiness of management [2,13,15].
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7. Emerging Technologies and Decision
Support

7.1 Artificial Intelligence

Artificial intelligence has moved from research labs into
mainstream managerial practice through forecasting tools,
recommendation engines, natural-language interfaces, and
increasingly, generative systems that produce drafts,
summaries, and analyses. Recent work argues that Al lowers
the marginal cost of prediction, which in turn changes the
economics of decision-making across functions ranging
from supply-chain planning to human resources [1,19].

Yet the same body of research warns against a naive
adoption posture. Al systems inherit the biases of their
training data, perform poorly outside the distribution they
were trained on, and offer limited interpretability. Managers
who rely on these systems without understanding their
boundaries risk delegating consequential decisions to
opaque processes [7,10].

7.2 Cloud Computing

Cloud computing has redefined the cost structure of
digital infrastructure. By converting capital expenditure into
operating expenditure and by providing elastic capacity,
cloud services reduce the entry barrier for advanced
analytics and Al workloads [6,8]. For organizations in
developing economies, this shift is particularly
consequential because it allows them to access
infrastructure that would otherwise be unaffordable.The
managerial implication is twofold.

First, cloud adoption creates pressure to rethink
procurement, vendor management, and risk assessment.
Second, it amplifies dependence on external providers,
raising questions about data sovereignty, lock-in, and
resilience. Empirical evidence from SMEs in developing
economies shows that the success of cloud adoption is
decisively shaped by top-management awareness and
organizational readiness, more than by the technical features
of the cloud service itself [6,8].

7.3 Big-Data Analytics and Business
Intelligence

Big-data analytics extends conventional business
intelligence by handling volume, velocity, and variety at
scales that traditional systems could not absorb. The
managerial value lies less in the volume of data itself than
in the analytical questions the organization is able to
formulate. Without disciplined hypothesis-building, big
data tends to multiply noise rather than insight [13,17]. A
recent meta-analysis covering studies from multiple regions
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found that the relationship between big-data analytics
capability and firm performance is positive on average, but
its strength varies considerably across cultural and
institutional contexts.

Notably, firms in developing economies appear to
capture proportionally larger value from big-data
investments than firms in developed economies, a finding
that has direct relevance for the Middle East [17].

7.4 Cybersecurity

As organizations become more digitally interconnected,
cybersecurity moves from a specialized technical function
to a board-level concern. Breach incidents disrupt
operations, damage trust, and impose long-tail regulatory
consequences [10]. Recent work argues that effective
cybersecurity risk management must be embedded within
the broader strategic architecture of the organization, rather
than treated as a peripheral compliance exercise [14,20].

The managerial mindset that emerges in mature
organizations treats cybersecurity not as a cost center but as
a core attribute of organizational reliability. Yet recent
evidence suggests that even in large organizations, the gap
between formal cyber-risk frameworks and the actual
quantitative quality of cyber-risk measurement remains
wide, with many firms relying on what is essentially a
qualitative assessment dressed up in quantitative language
[14].

8. Digital Leadership: A  Distinct
Managerial Posture

Recent literature has begun to treat digital leadership as
conceptually distinct from traditional leadership models.
Where conventional leadership emphasizes vision,
motivation, and people management within relatively stable
structures, digital leadership operates inside environments
characterized by ambiguity, fast feedback loops, and
continuous learning [3,21,22].

Three attributes recur in this literature. First, digital
leaders show comfort with experimental decision-making,
accepting that some initiatives will fail and treating failure
as an information asset rather than a reputational threat.
Second, they cultivate cross-functional fluency, moving
easily between business language and technical reasoning.
Third, they invest in psychological safety, since the
willingness of teams to surface data-driven insights depends
heavily on whether disagreement is [3,21,22].

The relevance to this review is direct: digital leadership
is the behavioral expression of the transformed managerial
mindset. Without it, IT Management produces tools that
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nobody fully integrates into the rhythm of the organization

[27].

9. Comparative Analysis of Selected

Studies

Table 1 summarizes a focused subset of influential studies
that informed this review. The selection is illustrative rather
than exhaustive and reflects works that are frequently cited
and methodologically representative of broader streams in
the literature.

Table 1. Comparative analysis of representative studies on IT Management and managerial cognition.

Verhoef et al.
(2021)

Hanelt et al.
(2021)

Shrestha et
al. (2021)

Kellogg,
Valentine
and Christin
(2020)

Digital
transformation:
multidisciplinar

y reflection

Digital
transformation
as
organizational
change

Augmenting
decision-making
with deep
learning

Algorithmic
control at work

https://csj.nabea.pub

Conceptual
review

Systematic
literature
review

Conceptual
+ case
studies

Cross-
disciplinary
integrative
review

Digital Integrative Mostly Need for
transformation Cross- Western empirical
evolves disciplinary corporate validation of
through three lens; widely evidence; phased models
phases: cited phased model in developing
digitization, synthesis. not yet economies.
digitalization, validated in
and full resource-
transformation constrained
, requiring contexts.
distinct
capabilities at
each stage.

Digital Strong Limited focus Lack of
transformation organization- on cognitive evidence on the
reshapes change and cognitive

organizational perspective; psychological mediation
boundaries, clear boundary aspects of between
value-creation conditions. management. technology and
logics, and performance.
managerial
routines, not
only
operations.
Deep-learning Practical Cases limited Few empirical
algorithms principles for to two tests of human-
augment rather hybrid datasets. Al delegation
than replace decision in real
managerial design. organizational
decision- settings.
making,
opening new
principles for
human-Al
collaboration.

Algorithms Critical Weakly tied to Limited
function as a perspective on financial integration with
contested power and performance mainstream

terrain of surveillance. literature. strategy and IS
organizational performance
control research.
through six
mechanisms
(the '6 Rs").
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Mikalef et al.
(2020)

Oesterreich
etal. (2022)

Tigre,
Curado and
Henriques

(2023)

Vidgen,
Hindle and
Randolph

(2020)

Nayernia,
Bahemia and
Papagiannidi

s (2022)

Big data
analytics
capability

Social and
technical factors
in BDA value

Digital
leadership:
bibliometric
analysis

Ethics in
business
analytics

Industry 4.0
from
organisational
perspective
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Empirical
(mixed
methods)

Meta-
analysis

Bibliometri
¢ / network
analysis

Action
research /
canvas
approach

Systematic
literature
review
(text-
mining)

BDA
capability
influences

competitive
performance
through
dynamic and
operational
capabilities,
not directly.

BDA value
creation
depends on the
interaction of
technical and
social factors;
firms in
developing
countries can
extract
proportionally
more value.

Digital
leadership is a
fast-growing
yet immature
field, with
research
clusters around
competencies,
virtual
leadership, and
culture.

Ethical
analysis must
be embedded

into the

analytics
development
process
through a
structured
business ethics
canvas.

14.0
implementatio
n depends on
the alignment
of firm-level,
smart-factory,
data, HR, and
supply-chain
dimensions,
not on
technology
alone.

Clear
mediation
model;
rigorous
design.

Robust meta-
analytic
evidence.

First large-
scale mapping
of the field.

Practical,
grounded
ethical
framework.

Multi-level
framework;
methodologica
| transparency.

Sample
concentrated
in specific
industries.

Heterogeneous
primary
studies;

limited Middle

East coverage.

Bibliometric
depth not
matched by
empirical
synthesis.

Single-case
action
research.

Manufacturing
-centric; less
evidence from
services.

Need for cross-
cultural and
developing-

economy
replications.

Underexplored
mechanisms
behind the
developing-
economy
advantage.

Lack of
validated
instruments to
measure digital
leadership.

Underdevelope
d frameworks
for cross-sector
data quality and
ethics auditing.

Need for
sectoral
replications and
pandemic-era
studies.
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Mizrak Cybersecurity Qualitative Effective Strategic Limited cross- Sparse
(2023) and strategic literature cybersecurity framing of cultural empirical
management review is a strategic cybersecurity generalization. evidence on
capability beyond integration
requiring technical outcomes in
integration compliance. developing
with culture, economies.
leadership, and
resource
allocation.
The comparison highlights two recurring blind Finally, ethical concerns surrounding privacy,

spots. First, most influential works rely on Western
corporate samples, leaving developing-economy
dynamics underexplored. Second, even studies that
recognize the importance of managerial cognition
rarely operationalize it in measurable terms, which
limits cumulative theory-building.

10. Discussion

10.1 The Mediation Effect of Managerial
Mindset

Across the reviewed literature, a recurring pattern
emerges: technology investments rarely translate into
performance gains in a direct, linear fashion. The translation
passes through managerial cognition, organizational culture,
and the willingness of leaders to update their mental models.
This is consistent with mediation models found in big-data
analytics research, where the effect of analytics capability
on performance is fully or partially carried by dynamic
capabilities and decision-making practices [13,17].

10.2 The Dark Side of Digital Adoption

A balanced review must engage with the negative
externalities of digital adoption. Four are particularly
relevant to managerial cognition. Technostress reduces
decision quality by overloading attention and eroding work-
life boundaries; recent meta-analytic work confirms its
detrimental impact on both psychological and behavioural
outcomes [2,11].

Algorithmic bias can encode historical inequities into
automated decisions, sometimes invisibly to managers who
treat algorithmic outputs as neutral [7]. Excessive reliance
on quantitative dashboards can crowd out tacit knowledge
and weaken the intuitive pattern-recognition that
experienced managers contribute.
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surveillance, and the use of generative Al add a normative
layer that managers must increasingly navigate [23].

10.3 The Developing
Perspective

Economy

Most authoritative IS literature is grounded in North
American and Western European contexts. Yet the
dynamics of IT-enabled transformation in developing
economies, including Iraq and the wider Middle East, differ
in important respects. Infrastructure gaps, uneven digital
skills across generations of managers, regulatory volatility,
and the strong role of public-sector institutions all shape
adoption pathways.

A recent UNDP assessment of Iraq's digital landscape
documents persistent challenges including paper-based
public administration, a digital skills gap among public-
sector employees, and limited basic infrastructure in many
institutions, all of which constrain the cognitive and
operational benefits that IT Management can deliver [5,24].

At the same time, evidence from SMEs in developing
economies suggests that the willingness of top management
to engage with new technology is often the decisive variable,
more decisive than the availability of the technology itself
[6,8,12]. This reinforces the cognitive emphasis of this
review: in such contexts, managerial mindset is not a
downstream variable but a foundational one.

10.4 Synthesis

Taken together, the evidence supports a position that is
both more modest and more demanding than the standard
celebratory narrative of digital transformation. IT
Management does generate cognitive and organizational
value, but only when paired with leadership willing to
update its mental models, with cultures that tolerate
experimentation, and with governance arrangements that
take data quality and ethics seriously.
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Where any of these elements is missing, technology
investment tends to produce activity rather than
transformation.

11.Proposed Conceptual Framework

87

Building on the synthesis above, this paper proposes a
conceptual framework in which IT Management influences
organizational performance through two mediating layers:
managerial cognition and digital leadership behavior. Figure
1 illustrates the structure [11-20].

Table 2. Proposed conceptual framework: cognitive mediation between IT Management and organizational
performance.

IT Managerial
Management
(Governance,

Cognition
(Analytical
Habits,
Perception,
Mental Models)

Systems, Al, Risk
Cloud,

Cybersecurity)

The framework communicates four propositions. First,
IT Management exerts an indirect rather than direct effect
on performance. Second, managerial cognition is the
primary mediator, Technology must reorganize how
managers think before it can reorganize what the firm
achieves. Third, digital leadership behavior translates that
cognitive shift into observable practice.

Fourth, contextual moderators particularly culture,
digital maturity, and national institutional setting determine
the strength of these relationships, which is why the same
technology can produce very different outcomes in different
organizations.

12. Conclusion

This subject review has examined the link between IT
Management and the transformation of the managerial
mindset. The evidence converges on a position that is more
nuanced than the dominant celebratory narrative:
technology contributes to organizational performance, but
its contribution is mediated by cognition, leadership
behavior, and contextual moderators that are often
overlooked.

For practice, the implication is that digital
transformation programs that ignore managerial cognition
tend to under-deliver, regardless of how sophisticated the
underlying technology stack is. For research, the implication
is that the field needs more longitudinal work, more
developing-economy evidence, and more validated
instruments for measuring managerial cognitive change.
The proposed conceptual framework offers one entry point
for that agenda. It does not claim to be a final model; it
claims to be a usable starting point. Future work, including
the author's own ongoing research, will aim to
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Digital
Leadership Behavior
(Decision  Practice,
Experimentation,
Cross-functional
Fluency)

Organizational
Performance

operationalize and test it within
organizational contexts.
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